Mobile Ad hoc NETwork (MANET) is considered as network without infrastructure where communication between the mobile nodes solely depends on the routing protocols which work on assumption that nodes are fully cooperative. In the presence of misbehaving nodes, most of the routing protocols show dropped performance and in some case whole of the network fails. Misbehaving nodes interrupt the data flow by either by dropping or refusing to forward the data packets thus forcing routing protocol to restart the route-discovery or to select an alternative route if available which may again include some misbehaving nodes, thereby forming a loop, enforcing source node to conclude that data cannot be further transferred. In this paper, a new reputation based approach is proposed which deals with such misbehaving nodes and can be integrated on top of any source routing protocol Proposed approach consists of detection and isolation of misbehaving nodes and based on sending acknowledgement packets back for reception of data packets.
INTRODUCTION
Mobile Ad hoc Network (MANET) [1] [2] [3] are selfconfiguring networks of mobile nodes connected by wireless links where each device is free to move independently in any direction, and will therefore changes its links to other nodes and devices frequently. Traditional routing protocols for wireless ad hoc networks assume a non-adversarial and a cooperative network setting. Basic problem with most of the routing protocols is that they trust all nodes of network and are based on the assumption that nodes will behave or cooperate properly but there might be a situation where some nodes are not behaving properly (misbehave). Most of the routing protocol designed for ad hoc network becomes inefficient and shows dropped performance while dealing with large number of misbehaving nodes.
It is also seen that most of the researches done previously, aimed on detection and prevention of external attacks. All of these researches become worthless when the malicious nodes already entered the network or legitimate nodes are compromised by attacker. Attacks performed by such malicious nodes are more dangerous as these are initiated from inside the network. Such attacks are performed by participating malicious nodes which behave well before they are compromised therefore it becomes very difficult to detect.
In this paper an acknowledgement based approach named I-2ACK is proposed, having the objective of detection and isolation of misbehaving nodes such that the network performance will not be severely degraded with the presence of misbehaving nodes.
SYSTEM MODEL
Security is very strong and essential service for both wired and wireless network communications. The services provided by the MANET depend on whether its security can be trusted. But characteristics of MANET pose both challenges and opportunities in achieving the security goals, such as confidentiality, authentication, integrity, availability, access control, and non-repudiation. MANETS are more vulnerable to attacks than wired networks due to open medium, dynamically changing network topology, cooperative algorithms, lack of centralized monitoring and lack of clear line of defense.
Generally routing protocol is associated with data forwarding function which in turns is concerned with forwarding data packets toward the destination through the established route. Now in order to work properly, routing protocols need trusted working environments which are not always available and in such a situation network will be vulnerable to various attacks launched by misbehaving nodes. Both routing and dataforwarding function would be affected with the presence of misbehaving nodes. Node's misbehavior can be classified [2] into following: 1) Malfunctioning: These nodes suffer from hardware failures or software errors.
2) Selfish: These nodes refuse to forward or drop data packet and can be defined into three types [3] (i.e. SN1, SN2 and SN3). SN1 nodes take participation in the route discovery and route maintenance phases but refuses to forward data packets to save its resources. SN2 nodes neither participate in the route discovery phase nor in data-forwarding phase. 
RELATED WORK
Previous Approaches for Detection of Routing Misbehavior can be roughly classified [9] as: 1) Secure Routing Based Scheme: aims at securing the establishment and maintenance of routes using cryptographic (i.e. encryption and decryption) techniques.
2) Credit Based Scheme: specifically provides incentives for nodes to faithfully perform networking functions and addresses at forwarding of packets for other nodes.
3) Reputation Based Scheme: aim at reactively detecting misbehavior and proactively isolating misbehaved nodes to prevent further damage.
4) Acknowledgement Based Scheme: type of reputation based scheme; aim at reactively detecting misbehavior of nodes based on sending acknowledgement packets back for reception of data packets.
Secure Routing Based Scheme
SAODV [10] (Secure Ad hoc On Demand Distance Vector) is an extension of AODV routing protocol and is based on the assumption that each node keeps certified public keys of all nodes. All routing messages are signed and verified at each hop. SAODV uses hop count as the metric for shortest route and use hash chains to secure hop count information. SAODV provides reasonable security but still vulnerable to distance fraud attack. Also there isn't any mechanism to detect the malicious nodes and DOS attacks.
SAR [11] (Security Aware Routing) is an extension to on demand routing protocols where each node is assigned different security level based on their trust levels. Communicate between two nodes is possible if they have equal or greater trust values. Node having a lower security level simply discards the packet. SAR only focuses on the condition where certain groups are assumed to be trustworthy thus also fails in the case of secure routing.
ARAN [12] (Authenticated Routing for Ad hoc Networks) uses a certification mechanism which is achieved through the existence of a trusted certification authority. All nodes should acquire their public key from the certification authority and before entering to network, each node applies for a certificate that is signed by the certificate server. All messages transmitted are authenticated at each hop from source to destination. Due to heavy complexity involved with the certificates, ARAN is vulnerable to various type of attack (i.e.
DoS attacks)
. Also the load involved in the routing process forces the mobile nodes to drop the packets in order to save their resources. 
Credit Based Schemes

Acknowledgement Based Scheme
TWOACK [18] scheme detects misbehaving link alleviate the problem of routing misbehavior by notifying the routing protocol to avoid misbehaving nodes in future routes. It is done by sending back a TWOACK packet on successful reception of every data packet, which is assigned a fixed route of two hops in the direction opposite to that of data packets. Basic drawback of this scheme includes it cannot distinguish exactly which particular node is misbehaving node. Sometime well behaving nodes became part of misbehaving link and therefore can not be further used the network. Thus a lot of well behaved node may be avoided by network which results in losing of well behaved routes.
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Vijaya [19] proposed another acknowledgement based scheme similar to TWOACK scheme, which detects the misbehaving link, eliminate it and choose the other path for transmitting the data. The basic idea is to send 2ACK packet which is assigned a fixed route of two hops back in the opposite direction of the data traffic route. This scheme also includes multicasting method by which sender can broadcast information of misbehaving nodes so that other nodes can avoid path containing misbehaving nodes and take another path for the data transmission. Similar to TWOACK, this scheme also suffers to detect the particular misbehaving node.
Usha and Radha [20] proposed extension to the TWOACK scheme requires Nack (an end to end Ack packet) to be sent between the source and the destination. On receipt of the data packets sent by the source, destination responds with a Nack packet. If a node is found to be misbehaving in the pre calculated path, the intermediate nodes are free to divert the Nack packet through alternative paths and this path will be stored in the Nack packet along with the older path, which is extracted from the original message. On receipt of the Nack packet, the source node compares the two paths that are in the Nack packet. Possible drawback includes lot of routing overhead because of Ack and Nack packets. Also due to nodes mobility probability of Nack packet reaching to source becomes smaller with the large number of intermediate nodes between source and destination. 
I-2ACK APPROACH 4.1 Assumptions
Following assumptions are made in the proposed scheme:
1) Misbehaving nodes do not work in groups.
2) Misbehaving nodes do not send or forward false acknowledgement packet.
Logical grouping and Ack transmission
In this I-2ACK approach, all nodes of active route are logically grouped into N sets (i.e. S1, S2,….,SN) where N=n/3 (n is number of nodes on active route) such that set S1 contains first three consecutive node, set S2 contains next three consecutive nodes and so on. For convenience we refer first nodes, middle node and last node of a set as LNode, MNode, and RNode respectively. Last set SN may contain one, two or three nodes. It behaves normally if contains three nodes. If it contains two nodes then first node act as LNode and second one as RNode. If it contains single node then that node act as RNode. The sets are grouped in a total of M = N-1 groups where two consecutive sets form a group with groups G1, G2… GM such that group GM = SN-1+SN. In a set, each RNode acknowledges its LNode by sending ACK-1 packet for successful reception of data packets. In a group, RNode of second set acknowledges LNode of its first set by sending ACK-2 packet for successful reception of data packet. For example if S→N1→N2→N3→N4→N5→N6→N7→D be the active path then the nodes of active path forms three sets (i.e. S1, S2, S3) and two groups (i.e. G1, G2) shown in figure 1.
Fig. 1 Logical grouping of Nodes
Algorithm
In I-2ACK approach, each node maintains a LIST which consists of ID of every data packets sent or forwarded. After forwarding data packet to the next hop along the active route, LNode of every group will make an entry of forwarded data packet in the LIST and wait for ACK-1 and ACK-2 packet which are sent from RNode of first set and RNode of second set respectively. Also ACK-1 and ACK-2 packet must be received within time T1 and T2 respectively. From here execution of algorithm starts as follow: 
Details
Proposed approach includes following three steps: 1) Detection of malicious group: Before identifying malicious or misbehaving node, network should be aware that some malicious activity is present or not. Suppose S→N1→N2→N3→N4→N5→N6→N7→D be the active route discovered by any source routing protocol (i.e. DSR [13] ). As active route is discovered, source node S will start proposed algorithm and forms N number of sets and each set consists of three consecutive nodes (i.e. LNode, MNode and RNode respectively). LNode and RNode of any set act as temporary source and temporary destination. After forwarding data packet to next hop along the active route, each LNode makes an entry of forwarded data packet in LIST and then waits for two acknowledgement packets (i.e. ACK-1, ACK-2). If any ACK-1 or ACK-2 packet is not received within their time limit T1 and T2 respectively, that group is considered as malicious group.
2) Identification of particular misbehaving node: If ACK-1 is received within time T1 then LNode waits for ACK-2 else observers its MNode by rating the behavior in promiscuous mode and if rating falls threshold TS, LNode declares its MNode as misbehaving nodes and if not, LNode declares its RNode as misbehaving nodes and then flood this information. If ACK-2 is not received within time T2, then after time T2 both MNode of that group starts rating their next hop nodes (i.e. RNode) for time T3 and when it is found that number of dropped packets exceeds threshold TS within time T3 then that RNode is declared as misbehaving node otherwise LNode of second set is declared as misbehaving node. Finally information of misbehaving node is flooded across the network.
3) Isolation and mitigation of misbehaving node: Each node of network maintains a LIST of misbehaving nodes. Thus upon receiving information of misbehaving nodes, each node update their LIST and avoid using detected misbehaving node for time T4. With the expiration of time T4, the entry of misbehaving node is temporarily deleted from the LIST thereby giving a chance to previously declared misbehaving nodes to be used by network again and if the same node is caught as misbehaving node more than certain number of time (i.e. TS1) then that node is permanently isolated from network.
In order to minimize additional routing overhead due to transmission of acknowledgement packets, a fraction of data packets will be acknowledged via a single acknowledgement packet. We refer this fraction of data packets as FRACK and by varying the FRACK, routing overhead due to transmissions of ACK-1 and ACK-2 packets can be dynamically tuned.
SIMULATION & RESULT ANALYSIS
Implementation of I-2ACK approach is done using ns-2 [14] by integrating it on the top of existing implementation of DSR. To show the effectiveness and efficiency of I-2ACK, a series of simulation experiments were performed. Based on these experiments, the performance of I-2ACK is compared with traditional DSR. Following section gives the details of major differences that were figured out while doing simulation experiments.
In ns-2, all simulation experiments were carried out with 100 mobile nodes moving in a 1000×1000 m. 
Packet Delivery Ratio
From figure 2, it is concluded that with the increase in the percent of malicious node I-2ACK shows improved packet delivery ratio as compared to DSR as DSR is not able to detect any malicious nodes so maximum time of DSR is wasted in finding the new route which may again consists of malicious nodes. In the case of I-2ACK, once malicious nodes are detected they are permanently isolated from network thus the new route is free from any malicious nodes. 
Data Packet Dropped
From figure 3 , it is concluded that lesser data packets were dropped in case of I-2ACK as compared to DSR. This is because malicious nodes were isolated from network once detected, so new route will not contain previously detected malicious nodes. As DSR is not able to detect any malicious nodes, more packets were dropped. 
Throughput
From figure 4 , it is clearly seen that without any malicious node both DSR and I-2ACK have nearly same throughput. But with the increase in the percent of malicious nodes, throughput of I-2ACK is better than DSR because I-2ACK detects and isolates malicious nodes, which is not in the case of DSR. So the number of data packet received by destination is more in the case of I-2ACK. Table 1 shows the comparison of I-2ACK, with previously proposed acknowledge based schemes, based on criteria of detection of malicious link or node and number of acknowledgement packets transmitted, with the increase in number of nodes (i.e. 1,2….n) on active route. 
Comparison with Previous Approaches
CONCLUSIONS
Mobile Ad hoc network is a system of wireless mobile nodes dynamically self-organizing in arbitrary and temporary network anatomy. Misbehavior of nodes is one of a common problem in MANET as it may cause severe damage or even fails whole of the network. In this paper, investigation is done on the misbehavior of nodes and a new approach named "I-2ACK" is proposed for detection and isolation of misbehaving nodes. I-2ACK is based on sending acknowledgement packets for reception of data packets and using simple rating mechanism for counting the number of data packet such that it overcomes the problem of misbehaving nodes.
In order to show the effectiveness, I-2ACK is implemented on ns-2 and various simulations experiments were performed. Simulation results proved that I-2ACK performed better in the presence of misbehaving nodes. Also it is proved that I-2ACK has lesser routing overhead and more advantageous than previous similar acknowledgement based schemes as it requires lesser number of acknowledgement packet transmission. Future work includes inclusion of a reliable framework in mobile ad hoc network that can deals with different type of attacks simultaneously.
